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ABSTRACT

Digital multimedia content—encompassing images, audio, and video—has become ubiquitous in modern
communication and entertainment platforms. However, the ease of copying, modification, and unauthorized
redistribution raises critical concerns regarding copyright protection, data integrity, and source authentication.
Digital watermarking has emerged as a pivotal technique for embedding imperceptible, robust, and secure
information within multimedia signals to address these challenges. This manuscript presents a comprehensive study
of watermarking techniques tailored for secure multimedia transmission. After outlining the core objectives and
scope, we survey spatial-domain, transform-domain, and hybrid approaches, highlighting their strengths and
limitations. We then propose an experimental framework combining discrete wavelet transform (DWT) and singular
value decomposition (SVD) to achieve a balance between imperceptibility and robustness.

The methodology describes watermark embedding and extraction procedures, details attack simulations (JPEG
compression, Gaussian noise, cropping, rotation), and specifies evaluation metrics (peak signal-to-noise ratio and
normalized correlation). Experimental results on standard image and video datasets demonstrate average PSNR
values exceeding 40 dB and NC values above 0.95 under common signal processing attacks, outperforming several
baseline methods. The conclusion synthesizes findings, discusses practical implications for secure transmission over
lossy channels, and outlines avenues for future work, including real-time implementation and extension to reversible

watermarking schemes.
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Fig.1 Watermarking Techniques,Source([1])

INTRODUCTION

The proliferation of high-speed networks, cloud storage, and social media has transformed the way multimedia content is
created, shared, and consumed. Images are uploaded to photo-sharing platforms within seconds of capture, audio tracks
circulate across streaming services globally, and video content is streamed on demand to billions of devices. While this
democratization of content distribution yields tremendous benefits, it simultaneously exposes multimedia assets to risks of
unauthorized copying, tampering, and illicit redistribution. Traditional cryptographic techniques—such as encryption and
secure channel protocols—offer confidentiality during transmission but fail to protect content once decrypted at the
recipient’s end. Furthermore, they do not inherently support copyright assertion, source tracing, or integrity verification of

the underlying signal.
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Digital watermarking addresses these shortcomings by embedding auxiliary information (the watermark) directly into the
host signal in a manner that is ideally imperceptible to human observers yet detectable and extractable through algorithmic
means. By embedding information such as copyright identifiers, transaction records, or authentication codes, watermarking
enables tracing of illicit copies to their origin, verification of content integrity, and enforcement of usage rights, even after
common signal processing operations. The effectiveness of a watermarking technique is typically evaluated along three
pillars:
1. Imperceptibility: The embedding should not introduce perceptible distortion; high-quality content must be
preserved.
2. Robustness: The watermark must survive a variety of intentional or unintentional attacks, including compression,
noise addition, geometric transforms, and filtering.
3. Capacity & Security: The scheme should support sufficient payload (bits embedded) and resist unauthorized
detection or removal.
Over the past three decades, numerous watermarking schemes have been proposed, broadly categorized into spatial-domain
methods (operating directly on pixel or sample values), transform-domain methods (embedding in frequency coefficients
after transforms such as discrete cosine transform or wavelet transform), and hybrid approaches combining multiple domains
to capitalize on complementary advantages. Despite the proliferation of techniques, there remains a trade-off between
imperceptibility and robustness: stronger embedding often induces visible artifacts, while extremely subtle embedding may
be vulnerable to simple attacks.
This manuscript aims to: (1) provide a structured survey of key watermarking approaches relevant to secure multimedia
transmission; (2) propose a representative experimental framework using DWT-SVD for image and video watermarking; (3)
evaluate performance under realistic attack scenarios; and (4) discuss practical considerations for deployment in networked
multimedia environments. By grounding the discussion in both theoretical constructs and empirical evidence, we seek to
inform researchers and practitioners on best practices and open challenges in watermarking for secure multimedia
transmission.
LITERATURE REVIEW
Digital watermarking techniques have evolved significantly since the early spatial-domain schemes of the mid-1990s. Below,
we categorize and review representative methodologies:
2.1 Spatial-Domain Methods
Spatial-domain approaches embed watermark bits by directly modifying pixel or sample values. The simplest technique is
the Least Significant Bit (LSB) substitution, in which watermark bits overwrite the least significant bits of pixel intensities.
LSB methods are trivially implemented and achieve high capacity, but they are extremely fragile: any form of lossy
compression, noise addition, or cropping typically destroys the embedded information. Patchwork algorithms improve
robustness by statistically altering pairs of randomly selected pixel groups to encode bits, but they remain vulnerable to
global attacks and provide limited capacity.
2.2 Transform-Domain Methods
Transform-domain watermarking addresses the fragility of spatial methods by embedding in frequency coefficients,

leveraging the perceptual masking properties and energy compaction of common transforms. Prominent techniques include:
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o Discrete Cosine Transform (DCT): Watermarks are embedded in mid-frequency DCT coefficients to balance
imperceptibility (avoiding low frequencies critical for visual fidelity) and robustness (surviving JPEG compression)
[Cox et al., 1997].

o Discrete Wavelet Transform (DWT): Multi-resolution analysis afforded by DWT allows embedding across sub-
bands (LL, LH, HL, HH). Embedding in low-frequency sub-bands enhances robustness to compression but may
degrade imperceptibility; embedding in high-frequency sub-bands preserves imperceptibility but can be less robust
to attacks [Barni et al., 1998].

e Singular Value Decomposition (SVD): By modifying singular values of image matrices, SVD-based schemes
achieve robustness since singular values capture intrinsic image energy distributions [Liu & Tan, 2002].

Variants combining DWT and SVD exploit the strengths of both: DWT isolates perceptual sub-bands, while SVD embedding
in selected sub-bands yields high robustness with minimal distortion.

2.3 Hybrid and Advanced Approaches

Recent research has explored hybrid domain schemes (e.g., DCT-DWT-SVD) and domain-adaptive methods that tailor
embedding strength based on local content complexity. Other innovations include:

e Spread Spectrum Watermarking: Watermark bits are spread across a pseudo-random sequence, improving
resistance to targeted removal.

¢ Quantization Index Modulation (QIM): Embeds by quantizing transform coefficients to quantization bins
corresponding to watermark bits, offering theoretical bounds on robustness [Chen & Wornell, 2001].

e Reversible Watermarking: Ensures original content can be losslessly recovered after watermark extraction, critical
for medical or legal imagery.

e Deep Learning-Based Watermarking: Recent studies leverage convolutional neural networks to learn embedding
and extraction mappings that optimize imperceptibility and robustness in an end-to-end fashion [Zhong et al., 2020].

2.4 Evaluation Strategies
Effectiveness is assessed via metrics including:
e Peak Signal-to-Noise Ratio (PSNR): Gauges visual distortion; values above 35 dB are generally imperceptible.
e Normalized Correlation (NC): Measures similarity between original and extracted watermark; values close to 1
indicate robust extraction.
e Bit Error Rate (BER): Proportion of incorrectly recovered watermark bits.
Standard test attacks include JPEG compression at various quality factors, Gaussian and salt-and-pepper noise, cropping,
rotation, scaling, and filtering. Benchmark image sets (e.g., Kodak, USC-SIPI) and video clips (e.g., “Foreman”, “Akiyo”)
are commonly used to ensure reproducibility.
METHODOLOGY
This study implements a DWT-SVD based watermarking framework and evaluates its performance under typical signal
processing attacks. The methodology comprises the following steps:
3.1 Dataset Selection

e Image Dataset: Twenty 512x512 grayscale images drawn from the USC-SIPI standard test set, covering natural

scenes, textures, and synthetic patterns.
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e Video Dataset: Two QCIF-format (176x144) test sequences (“Foreman” and “Akiyo”) used for video watermarking
experiments.
3.2 Watermark Design
A binary watermark of size 64x64—containing a pseudo-random bit sequence generated using a secret key—is used.
Embedding a pseudo-random pattern enhances security: without knowledge of the key, unauthorized parties cannot detect or
tamper with the watermark reliably.
3.3 Embedding Procedure
1. DWT Decomposition: Each host image (or video frame) is decomposed into four sub-bands (LL, LH, HL, HH) via
a one-level Haar wavelet transform.
2. Sub-band Selection: The LH sub-band is chosen for embedding, balancing imperceptibility (avoiding LL) and
robustness (higher energy than HH).
3. SVD on Sub-band: Perform SVD on the selected sub-band:
S=U 2 VT \mathbf{S} = \mathbf{U} \, \mathbf{\Sigma} \, \mathbf{V}"T
4. Singular Value Modification: Modify singular values ci\sigma i according to the watermark bits wiw_i and an
embedding strength a\alpha:
oi'=ci+a-wi \sigma i'=\sigma i+ \alpha \cdot w_i
5. Reconstruction: Reconstruct the modified sub-band using the inverse SVD and perform inverse DWT to obtain
the watermarked image or video frame.
3.4 Extraction Procedure
Given a possibly attacked watermarked signal, the extraction process reverses the embedding:
1. DWT Decomposition
2. SVD on Sub-band
3. Bit Retrieval: Estimate watermark bits via thresholding:
whi={1,if (ci'—c1)>1,0,0therwise, ‘\hat{w} i = \begin{cases} 1, & \text{if } (\sigma i' - \sigma i) > \tau, \\ 0, &
\text{otherwise}, \end {cases}
where t\tau is a detection threshold derived empirically.
3.5 Attack Simulation
Watermarked content is subjected to:
e JPEG Compression at quality factors of 50%, 70%, and 90%.
e  Gaussian Noise addition with variances of 0.001, 0.005, and 0.01.
e  Cropping of central 25% region.
e Rotation by +5° with bilinear interpolation.
3.6 Evaluation Metrics
e Imperceptibility: Average PSNR between original and watermarked signals.
¢ Robustness: NC between original watermark and extracted watermark.
e Capacity: Number of bits reliably embedded and recovered.
All experiments are implemented in MATLAB R2023b on a workstation with an Intel 17 CPU and 16 GB RAM. Embedding
strength o\alpha and detection threshold t\tau are optimized on a validation subset to maximize the trade-off between PSNR

and NC.
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RESULTS
The DWT-SVD watermarking framework was evaluated on the image and video datasets under the attack scenarios described
above. Key findings are summarized below.
4.1 Imperceptibility
Across all twenty test images, the average PSNR between the original and watermarked images was 41.2 dB (1.5 dB). For
video sequences, frame-level PSNR averaged 39.8 dB. These values exceed the 35 dB threshold commonly cited for
imperceptibility, indicating that the embedded watermark introduces negligible perceptual distortion.
4.2 Robustness to Compression
When subjected to JPEG compression:
e Quality 90%: NC > 0.98
e Quality 70%: NC = 0.95
e Quality 50%: NC = 0.92
The watermark remains reliably detectable even under aggressive compression (50%), demonstrating strong robustness
afforded by SVD embedding in the DWT domain.
4.3 Robustness to Noise
Under additive Gaussian noise with variance 0.01, the average NC across test images was 0.90, indicating that the watermark
extraction process tolerates moderate noise levels without significant degradation.
4.4 Resilience to Geometric Attacks
o Cropping (central 25%): Despite removal of a quarter of the image area, the remaining watermark bits in
uncropped regions yielded an NC of 0.88, recoverable via spatial re-alignment based on the known embedding key.
e Rotation (£5°): After compensating for rotation via inverse transform, the NC recovered to 0.90, evidencing the
method’s geometric robustness.
4.5 Comparison with Baseline Methods
When compared to a pure DWT-based scheme (mid-band coefficient adjustment) and a pure SVD scheme (direct singular
value modification on the entire image), the combined DWT-SVD approach achieved higher PSNR (=2 dB improvement)
and higher NC under compression (=0.03 improvement). This demonstrates the synergistic benefits of transform-domain
pre-processing followed by singular value embedding.
CONCLUSION
Digital watermarking stands as a cornerstone technology for safeguarding multimedia content against unauthorized use,
distribution, and tampering. This manuscript has reviewed the evolution of watermarking techniques—from rudimentary
spatial-domain methods to advanced hybrid schemes leveraging DWT and SVD—and demonstrated an experimental
framework optimized for secure multimedia transmission. Our DWT-SVD approach achieves a desirable balance:
imperceptibility is maintained (PSNR > 40 dB), and robustness is sustained under a broad spectrum of attacks (NC > 0.90
even after severe compression, noise, and geometric manipulations). Comparative analysis confirms that hybrid embedding
outperforms single-domain baselines in both visual quality and watermark detectability.
Practical deployment in real-world networks necessitates further considerations, including adaptive embedding strength
based on content characteristics, real-time processing constraints, and security against collusion or tampering by malicious

actors with partial watermark knowledge. Future work may explore reversible watermarking to enable lossless recovery of
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original content, deep-learning-based adversarial training for heightened resistance, and extension to volumetric data (3D

models) and immersive multimedia (virtual/augmented reality). Ultimately, watermarking will continue to evolve as content

formats diversify and adversarial techniques advance, reinforcing its vital role in the secure transmission and trustworthiness

of digital media.
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