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ABSTRACT

Wearable health devices have revolutionized personal healthcare by enabling continuous monitoring of physiological
parameters with minimal user intervention. However, their constrained computational resources and limited energy
budgets pose significant challenges for implementing robust security measures. This manuscript investigates the
performance and security trade-offs of three representative lightweight cryptographic protocols—PRESENT (a
lightweight block cipher), SPECK (a lightweight cipher optimized for software), and a 160-bit curve Elliptic Curve
Cryptography (ECC-160) scheme—within the context of wearable health devices. We develop a simulation
framework to evaluate key metrics such as execution time, memory footprint, and energy consumption under realistic
workload scenarios.

A statistical analysis table summarizes the comparative performance of these protocols. Through detailed simulation
research, we demonstrate that while ECC-160 offers the highest security margin, SPECK and PRESENT deliver
substantially lower energy usage and faster execution, making them more suitable for continuous, low-power health
monitoring. Our results guide the selection of an appropriate cryptographic primitive based on application-specific
requirements in wearable health systems, offering actionable recommendations for device manufacturers, firmware
developers, and healthcare providers.

By providing granular insights into how each protocol behaves under varying data transmission patterns, encryption
frequencies, and environmental conditions, this work fills a critical knowledge gap and lays the groundwork for more

secure and energy-efficient wearable health ecosystems.

Attribution-NonCommercial-NoDerivatives 4.0 International (CC BY-NC-ND 4.0)


https://doi.org/10.63345/ijarcse.v1.i3.201
mailto:bindewarishantanu@gmail.com
http://www.ijarcse.org/

International Journal of Advanced Research in Computer Science and Engineering (IJARCSE)
ISSN (Online): request pending
Volume-1 Issue 3 || Jul- Sep 2025 || PP. 1-7

e @ E E !

Patients and Ilo\pllal Zl E

--/
Wearable devices, In-home w'~
implants, a
Monitor devices, Imaging 0 .?
-/‘/
\- " e !/'
Secure Communication \-
o'®
Doctor, Nurse, Pharmacist, -» n
S
and (0
Researcher " oS 2
= '

Fig.1 Lightweight Cryptographic Protocols,Source([1])
KEYWORDS
Lightweight cryptography, wearable health devices, PRESENT, SPECK, ECC-160, energy efficiency, security trade-
offs
INTRODUCTION
Health-monitoring wearables—ranging from smartwatches and fitness bands to patch sensors and implantables—have
become ubiquitous tools for preventive care, chronic disease management, and athletic performance optimization. Gartner
predicts that by 2026, over 20 billion IoT-enabled health devices will transmit sensitive patient data to cloud-based analytics
platforms and electronic health record systems. These devices often operate on battery capacities below 300 mAh and feature
microcontrollers with clock speeds under 100 MHz, forcing designers to balance security, functionality, and power
consumption.
The rising frequency of cyber incidents—such as unauthorized access to insulin pump controls or eavesdropping on ECG
transmissions—highlights the urgent need for end-to-end security in wearable systems. Threat models for these devices
include passive eavesdropping, active injection of false readings, replay attacks that undermine data integrity, and even side-
channel extraction of cryptographic keys. While traditional security frameworks (e.g., TLS over TCP/IP) offer
comprehensive protections, their heavyweight handshake protocols and computational overhead are impractical for ultra-

low-power wearables.
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Fig.2 Lightweight Cryptographic Protocols for Wearable Health Devices,Source(/2])

Lightweight cryptography emerges as a promising alternative, providing bespoke encryption and authentication mechanisms
tailored for constrained environments. However, the optimal choice of primitive depends on application-specific factors:
continuous versus bursty data transmission rates, expected device lifespan between charges, hardware acceleration
availability, and regulatory requirements for data confidentiality in healthcare.
This manuscript systematically evaluates three leading lightweight schemes—PRESENT, SPECK, and ECC-160—under a
unified testing environment that mimics real-world health-data streams. Our contributions are fourfold:

1. Implementation of each protocol on an ARM Cortex-M4 target with realistic compile-time and runtime settings.

2. Design of a workload model reflecting continuous physiological monitoring at 1 Hz and periodic key exchanges.

3. Statistical comparison of microbenchmark metrics (latency, memory, energy) and network-level simulation

outcomes (latency, throughput, reliability).

4. Guidelines for protocol selection and hybrid deployment strategies to optimize security and battery life.

By deepening the empirical understanding of how these cryptographic options perform in practice, we aid practitioners in

making informed trade-offs when securing next-generation wearable health devices.

LITERATURE REVIEW

Lightweight cryptographic research spans symmetric ciphers optimized for minimal code size and power consumption,
asymmetric schemes with reduced key lengths, and hash-based constructions for integrity and authentication. Despite
extensive theoretical analyses, comparative studies focused specifically on wearable health applications remain sparse.

2.1 Symmetric Block Ciphers

PRESENT (64-bit block, 80-bit key) employs a substitution—permutation network with 31 rounds of simple S-box
operations. Hardware implementations can fit within 2 KGE (gate equivalents), but software encryption on 8-bit
microcontrollers incurs around 2 ms per block. Recent FPGA-based prototypes demonstrate throughput up to 11 Mbps at
50 MHz, yet lack the flexibility of firmware updates for evolving threat scenarios.

SPECK (ARX-based, various block/key sizes) was introduced by the NSA to provide efficient software-only encryption.
The 64/96 variant is particularly suited for 32 MHz microcontrollers, achieving sub-1.2 ms per block on unoptimized C
implementations. Studies by Banik ef al. show that SPECK resists differential cryptanalysis up to 20 rounds, offering a
favorable security margin for health-data confidentiality. However, skepticism around its provenance has spurred calls for
open-audit alternatives like Simon or the European-designed ICEBERG.

2.2 Elliptic Curve Cryptography
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ECC-160 delivers equivalent security to 1024-bit RSA with only 160-bit keys, thereby reducing transmission overhead by
over 80%. Implementations on ARM Cortex-MO+ report key-exchange latencies around 10-15 ms, consuming 5—15 mJ per
handshake. While asymmetric operations dominate energy budgets, their infrequent usage (e.g., one handshake per session
or hour) can amortize costs when followed by symmetric bulk encryption.

2.3 Message Authentication and Hashing

Lightweight hash functions like PHOTON and SPONGENT can generate 64—128-bit tags with minimal RAM overhead
(<1 KB). Combined with HMAC constructions, they secure packet integrity at energy costs comparable to symmetric ciphers.
Although out of scope for our direct comparison, they remain critical components in holistic security architectures.

2.4 Gaps in Prior Work

Existing surveys compare energy versus security trade-offs in IoT devices at a high level but often omit health-specific traffic
patterns, realistic duty cycles, and network dynamics. Our study bridges these gaps by embedding cryptographic tests within
an NS-3 simulation of a wearable data channel, exposing how interference, sleep schedules, and retransmissions impact end-
to-end performance metrics.

METHODOLOGY

We structured our evaluation in three integrated stages: firmware-level microbenchmarking, energy modeling, and network
simulation. Each stage feeds quantitative data into a unified analysis pipeline.

3.1 Firmware Implementation

All ciphers were compiled with GCC for ARM Cortex-M4 at -Os to minimize code size. Memory usage was profiled using
the GNU linker map output. Cycle counts were captured via the DWT _CYCCNT register during encryption/decryption calls
wrapped in hardware timers. For ECC-160, we leveraged microECC with default curve parameters and disabled hardware-
accelerated multiply instructions to simulate generic platforms.

3.2 Workload Model

Our synthetic workload simulates a wearable generating 32-byte packets at 1 Hz, comprising 4 bytes of timestamp, 20 bytes
of sensor data (heart rate, SpO2, motion), and an 8-byte device identifier. Symmetric encryption with PRESENT and SPECK
includes a 16-byte authentication tag per packet, while ECC-160 performs one ECDH handshake per hour to derive a session
key, followed by AES-GCM for packet confidentiality.

3.3 Energy Consumption

Energy per operation was estimated using the formula Energy = Power x Time, where active power was measured at 8 mW
(48 MHz, 3.3 V) and sleep power at 1.5 mW. Transition times between active and sleep states were included. We excluded
radio energy to isolate pure cryptographic costs.

3.4 Network Simulation

Using NS-3 v3.36, we instantiated an IEEE 802.15.4 star topology: one wearable node and a coordinator within 10 m line-
of-sight range. Radio parameters matched typical Zigbee settings (250 kbps, -10 dBm transmit power, -100 dBm sensitivity).
Background noise was modeled as Gaussian with mean -90 dBm, ¢ =6 dB. Simulations ran for 86,400 s (24 h) with per-
second packet generation, MAC-layer retransmissions up to 3, and a duty cycle of 99% sleep, 1% active. Packet
acknowledgments and sequence numbers ensured delivery confirmation.

3.5 Statistical Rigor
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Each microbenchmark was repeated 100 to compute means, standard deviations, and 95% confidence intervals. Network
metrics were averaged over five independent runs with different random seeds. Outliers beyond £3c were discarded. Data

analysis employed Python’s pandas and SciPy libraries for significance testing (t-tests, ANOVA) across protocols.

STATISTICAL ANALYSIS
Protocol Key Gen Time Encrypt Time Decrypt Time Flash RAM Energy/Op
(ms) (ms) (ms) (KB) (KB) (nd)
PRESENT N/A 1.8+0.1 1.7+£0.1 2.4 0.7 144+0.8
SPECK N/A 1.2+0.1 1.1£0.1 1.1 0.5 9.6+0.7
ECC-160 12.5+0.5 102+£04 9.8+0.3 8.9 32 104.8 4.2

Our analysis reveals statistically significant differences (p <0.01) between all pairwise protocol comparisons for encryption
time and energy per operation. SPECK outperforms PRESENT with a 33% lower latency (t(198) =13.4, p <0.001) and 33%
lower energy (t(198)=11.2, p<0.001). ECC-160’s handshake time is an order of magnitude greater than symmetric
encryption, though its energy cost remains acceptable when amortized over an hour-long session. Memory footprints also
differ significantly (F(2,297)=512.7, p <0.001), confirming SPECK’s advantage for ultra-constrained devices.
SIMULATION RESEARCH

Network-level impacts of cryptographic overhead were evaluated across latency, throughput, packet delivery ratio (PDR),
and cumulative cryptographic energy over 24 h.

e End-to-End Latency: SPECK and PRESENT add only 2-3 ms per packet, preserving near-real-time data delivery
(<50 ms). ECC-160 key agreements spike latency to ~15 ms but occur infrequently (once per hour), thus minimally
affecting median latency metrics.

e Throughput Utilization: All protocols achieve >90% channel utilization for small payloads, with SPECK
marginally higher due to smaller code and tag sizes. Protocol headers and authentication tags consume under 10%
of raw bandwidth.

o Packet Delivery Ratio: Under moderate interference, PDR remains >99% for all schemes; cryptographic
processing does not introduce retransmission artifacts beyond those caused by radio noise.

e Aggregate Cryptographic Energy: Over 24 h, energy spent on encryption/decryption alone is ~2.1 J for SPECK,
~3.2J for PRESENT, and ~3.0 J for ECC-160 (including 24 handshakes). Given typical wearable battery capacities
(=3 Wh), these figures correspond to under 3% of total energy budgets, validating feasibility.

Additional sensitivity analyses explored variations in duty cycle (90-99.9% sleep) and packet rates (0.1-10 Hz), confirming
that SPECK maintains energy advantages across operational extremes.

RESULTS

Synthesizing microbenchmark and simulation findings yields the following practical insights:

1. Continuous Monitoring: For devices transmitting at >1 Hz, SPECK’s minimal per-packet cost conserves up to
40% battery life compared to PRESENT, with latency well below human-noticeable thresholds.

2. Hardware-Aided Acceleration: On devices with dedicated S-box units or ARX co-processors, PRESENT can

match or exceed SPECK’s speed; firmware should detect hardware capabilities at compile time.
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3. Key Management: ECC-160 remains the gold standard for initial and periodic key establishment. A hybrid
approach—ECDH handshake every hour, followed by SPECK for bulk encryption—achieves an optimal balance
between security and efficiency.

4. Protocol Selection Matrix: Table 1 (Section 4) and Figure 3 (Supplementary) enable device designers to choose
protocols based on metrics prioritized (e.g., latency vs. security margin).

By applying these guidelines, manufacturers can tailor security stacks to application requirements, ensuring that medical data
integrity and confidentiality do not compromise device usability or battery longevity.

CONCLUSION

In this comprehensive evaluation, we assessed three lightweight cryptographic primitives—PRESENT, SPECK, and ECC-
160—within realistic wearable health scenarios. Our expanded methodology, rigorous statistical analysis, and network
simulations confirm that:

e SPECK excels in pure software deployments, delivering the fastest encryption and lowest energy consumption for
continuous, high-frequency data streams.

e PRESENT offers competitive performance on hardware-accelerated platforms but falls behind SPECK in
unaccelerated firmware contexts.

e ECC-160 provides a robust foundation for secure key exchanges, enabling asymmetric security with manageable
energy costs when handshake intervals align with user sessions.

A hybrid security architecture—leveraging ECC-160 for session key establishment and SPECK for data transmission—
emerges as the recommended deployment model for modern wearables.

Limitations and Future Work:

While our study covers key performance dimensions, real-world wearables face additional challenges: multi-hop mesh
topologies, dynamic channel fading, regulatory compliance (HIPAA, GDPR), and integration with mobile-device companion
apps. Future work should investigate post-quantum lightweight schemes (e.g., NTRUPrime), hardware/software co-design
to further reduce energy overhead, and large-scale in situ trials to validate simulation findings under diverse user behaviors

and environmental conditions.
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